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PatentansprUche 

^ DruckfMhiires Schutsnmster zum PKlaohuiiffSschutz von Doku- 
menten, das sowohl •in* vlsualla als auOh alna maaohlnall* 

EchtheltsprUfuns erlaubt, dadurch «rolcannzelohnet, daA elna 
flUchle verspreizte Echtheltsinfonnation Im Schutzmuster 
enthalten ist. 



2. Schutzmuster nach Anspruoh 1., dadurch fekonnzalchnet , daO 
die Echtheitslnfonaatlon aus einen kodlerten airanumerischen 
Text beateht. 



3. Sehutzmustor nach Anaprufih 2,, dadurch eokennasaiohnet, daO dar 
alfanumerlache Text ganz odar tailwelaa au8*"lndlvlduellen 
Informatlonan (2) bastahtp dureh dia sloh aval Dokumente 
glelcher Art unterachelden. 

k, SchutzBUstar nach alnea dar JmaprUoha 2. und 3«, dadurch ^e- 
kennzalchnat, dafl dar alfftnunarischa Text binKr kodiart ist. 

5. Schutzaiuster nach einen der Auspraoha 1. bis h, , dadurch go- 
kennzeichnet, dafl dia Verspreisun« der Behthaitsinformtion 
durch aneinandercafOffta Fmohannuater (3) s«"oki«ht, dia sioh 
in ihraa optistfhsa Ufl^ansOhaftaa ±m Barai^ das siohtbaran 
und / Oder unai6htbaran Liehta untersoheiden. 

6. Sohutzmuster nach einem der Ansprll<die 1» bis 5>» dadurch g6» 
kennzeichnet, dafi as aus unterschiedliohen zueinander ortho-^^^ 
gonalen oder bipolaran Plttohenmustem (3)« insbeaondere Walsh- 
Karhunen-LoAva Basisfunktionen zuaaBiraencaaetat ist. 

7. Schutzmuster naoh ainam der Ansprttohe 1. bis 6., dadurch gB- 
kennzeichnat, dafl as sitih auf einar transparanten Kunststoff- 
folie befindet, die lait asgrassivasi Klebstoff untar Dru«k und 
Hitze auf die zu sohtttBenden OberflKohen des Dokunents ffe- 
bracht wird. 
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Schutzmu*t«r nacb elnem der Ansprttclie 1. bis 6., dadurch ge- 
kennzelchnett dafi es dlrekt auf das bu sohtttzende Bokunent 
godruckt wlrd. 

Schutzmustar nach Anspruoh 8., dadurch sekennzelchnet, daO 
das zu schtitzende Dokument elne Banknote, ein Scheck Oder 
ein Vertpapier iet. 

Schutzmuster naoh Anspruch 7* und 8., dadurch fekezmzelchnet, 
daO das su schtitzende Dokument ein Pafibild oder ein Ausweis 
Ist. 

Verfahren sur Echtheitapriifunf: des Schutzmusters nach elnem 
der Anspriiehe 1. bis 10. mlt Hllfe der Korrelationsdetektion, 
dadurch {fekennzeichnet« dafi die Korrelatlon mit einem Digital- 
reehner ausffeftthrt wird. 

Verfahren war B^theitsprttfuns des Schutzmusters nach einem 
der AnsprCUdie I. bis 10. » dadurch gekennzeichnet, dafi eine 
Anordnuair sur optisofaen Korrelation benutst wird,- 

Verfahren stir Brzeiisuns cines Schutzmusters nach einem der 
AnsprO^e 1.. bis lO. dadurch sekennzeicfanet, dad ein Dif^ital- 
rectoer bemstst vird« um das Schutzwuster auf das Bokuaent «n- 
zupaaaen -und das Dokument selbst oder eine Druckmatrlze hier» 
fUr hersustellen. 
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Dr. -Inf. Wolfram Szepanskl 
Harbachtalstrafitt 21 
5 loo Aachian 

Maschlnell priifbares Schutsmuster fttr Dokumante und 
Verfahren zur Erzeugung und Pz>Ufuns des Schutzmuaters 



Die Erflndung bezlebt sich auf eln maschlnell priifbares Schutz- 
muster fttr Dokumente, das eine Uber die PlKche des Dokuments 
verspreizte Bchtheltslnformatlon enthtllt, sowle auf Verfaliren 
zur Brzeugun^ des Schutzmusters und zu seiner SchtheltsprUfung, 

Unter dem Be^^rlff "Dokument" sollen hiar Pfisse, IdentitKtskar* 
ten, Berechtigunssauswelse, Kredltkarten, Scheoks, Banknoten, 
Vertpaplere und dgl. verstanden warden. Aufgrund der weiten Ver- 
breltung di.e8er Dokumente und der mlt Ihnen verbundenen Verte 
wurden berelts verschledene KaOnahmen sun Sohutz vor Naebahmuneen, 
Radlerunsen und sonstlsen VerfKlsOhuncen angewendet. Als beson«> 
ders slcher kBnnen Dokumente gelten, deren Echtheitsmerkmale nur 
schwer koplerbar oder verfftlschbar sind und deren UnverfKlscht- 
heit auf verschledene, von elnander unabhMn^lee Velsen und mlt 
geringen Aufwand geprtift warden kOnnen. Dabel sollte der Pillschuncs- 
schutz vorzugswelse elne einfaohe vlsuelle Bohtheltspriifung erlau- 
ben, er sollte Jedooh auoh fUr elne maschlnelle Prttfung duroh 
automatlsche Lesegrftte , geelgnet seln, urn elne zwelte, von der 
vlsuellen Prttfung unabhttnglge Kontrolle zu emttgllohen* DarUber- 
hlnaus elgnen slch maschlnell prlifbaro Dokumente als Zahlungs« 
mlttel fUr Vexicaufs- oder Geldwechselautomaten, als Auswelse fttr 
automatlsche Zugangskontrollen usw« und ttberall dort* wo elne 
groOe Anzahl von Dokumenten wle z. B. Banknoten oder Scheoks ma- 
schlnell reglstrlert, sortlert oder gezShlt werden muB. Cogens tand 
der Erfindung sind deshalb ebenfalls eln Verfahren zur Herstellung 
von geschUtzten Dokumenten sowle Verfahren zu Ihrer loasohlnellen 
Echtheltspriifung. 
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Uni Nacliahiniiiigen zu erschweren und Pftlschung^en leicht kenntlioh 
xu iiiachcn, werden Dokumente violfach mit, einem Schutzmuster ttber- 
KO{;on. Am hMufigsten vez*wendet werden kompllzierte Llnlenmuster 
(Guillochen), die zwar oine vlsuelle Echtheitspjriifuni; erlauben, 
die aber in der Kegel nicht maschinell lesbar sind. Dasselbe 
Cilt fUr Schutzrauster rait einer dreidimenslonalen optischen 
Vlrkung, fiir die In den Auslege- und Of fenlegungsschrlf ten 
(DE.AS 23 3* 702 bzw. DT-OS 26 03 558) keinerlei Hinwelse auf 
elno naschinelle PrOfbarkelt gegebea werden. 

Woitor slnd Verfahren zura Dokumentenschutz bekannt, die auf den 
fSrundccdanken basieren, dafl bestimince mascblnell lesbare Xnforma* 
tionRh Oder Marklerungen filr einen Falscber unsichtbar auf einea 
Dokumont aiigebracht oder in ihm verborgen slnd. Dies kann zum 
Uoisplel durch die Vorwendung von Materiallen mit bestimroten elek- 
trlschon, magnetlsehen oder optischen £igenschaf ten erzielt wer- 
don. Eln derartlger Dokumentenscbutz ist nicht ohne Mefi^erilte 
nachweisbar und kann ohne zustttzliche MaBnahmen auch nicht visuell 
Uberprlift warden. Wird die Exiatenz der unsichtbaren Harkierung 
von einem FKlscher aber dennoch erkannt, so besteht die Gefahr 
einer Pftlachung oder Nachahmuns* 

E» wurde auch ein Radierschutz vorgeschlagen (DT-AS 25 30 905 ), 
l>ei dom das Dokument von einer horaogenen, Inf onoationslosen Schutz- 
ttchicht bodeokt ist, die sich in ihren optischen Elgenschaf ten 
vein der Xnfoxnationsdruclcf^1>a und von Papier unterscheldet vmd 
die Radierversuche in einem X^segerSt sichtbar werden litot. Nicht 
erfaOt werden duroli dieses Verfahren alle die FSlschungen, die 
ohne Radierungen dadurch zustande komnen, daO z. B. in Klartext 
auf das Dokument geschriobene Namensangaben oder Zahlenwerte 
durch Hinzuffigen von Buchstaben oder Zlffem verMndert werden. 

Es ist fernor bekannt, sehr f&^chungssichere Dokumente dadureh 
zu orzeu^en* daO nan elne Echtheitsinforaatlon in Form eines 
Ilologramms ( DT-AS 25 Ol 60k und DT-AS 25 46 OO?) oder eines in 
Xunststoff eingepragten, optischen Beugungsgitters (dT-AS 25 53 21 4) 
auf einem Dokument anbrlngt. Bin schwieriges, ungelSates Problen 



130019/0381 



*- -s. 



29A3436 



1st dabel die Erzeugung von kratz-, knlck- und knit terf eaten Holo- 
eramraen fUr Schocks und Banknoten, die glelchzoltlg dtlnn, hochfle- 
xibel und dauorhaft abnutzungsfest »eln mttssen. Da die bekannten 
holographiacb gosiclierton Dokumente entweder ganz odor wonlgstena 
an ihrer Oborfiache aus Kunststoff beatehent k»nnen auOerdem Scliwio- 
rlgkeiten entstehon, wenn die Dokumente naehtrKcllch beschriftet 
Oder gestempelt werden eollen. Bel der Massenherstellung von Do- 
kumenten wixicen sich die hohen Heretelluneskosten fttr Hologramme 
zusatzlloh nachteillg aus. 

Aufgrund der genannten Mangel sind die bleher bekannten Verfahron 
des Dokumentenscbutzes rttr bestlmmte Arton von Dokumenten ent- 
weder garnlcht oder nlcht ttkonomlsch anwendbar oder sle orfiillen 
ihre Schutzfunktlon nur imzurelchend. Aufgabe der vorlleconden 
Brfindung let ee deshalb, eluen maaohlnell prllfbaren Paischungs- 
schutz fttr Dokumente anzugeben, der in elner bevorzugten AusfUh. 
rung auoh eine vlsuelle Echtheitsprlifung erlaubt, und der bei al- 
ien eingangs definlerten Dokumenten anwendbar let, ohne die ge- 
nannten Nachtelle blsher bekannter Sehutamethoden «u besltzen. 
Be let femer Aufgabe der Srflndung, Verfabren ansugeben, mlt de- 
nen die Harstellung des Sohutses sowle seine nasoblnelle PrUfung- 
mSglioh ist. 

Die Orundldee zur L6eung der Aufgabe besteht darln, die zu scbUt- 
zende Fiache eines Dokumentes untrennbar mit elnem Schutzmuster 
zu verselien, das eine kodlerte, tiber die gesarate zu schtttzende 
Piache verspreizte Bohthaitsinfomiatlon enttattlt. Als Bcfctfceits- 
information eignen sicSh dabel belieblge alfannmerisohe Texte. 
Brfindungsg-emafi wird die Kodlerung der Bchtlieltslnformatlbn und 
ihre Verapreizung Uber die zu sctaiitMnde Fiaobe dadurch erreicht, 
dafl die einaelnen alfanumerlschen Zeioben zunacbst durcb die Sym- 
bole eines zwei- oder nehrwertigen Kodes ersetzt werden. Dabel 
1st aus der Nachrlclitentechnik bekannt» daO sich mit elnem n-stel- 
ligen und m-wertlgen Kode N = m" verscbledene Zeicben darstellen 
lassen. Mit Hllfe eines secbstelligen Binttrkodes lessen sicb so v.um 
Beispiel insgesamt N » 2^ » 6U verscbiedene Buchstaben, Zlffem 
und Sonderzelcben kodieren, so daO Jedes dleser Zelchen durob 
n s 6 blnare Symbole dargastellt wird. Jedem der ■ verschledenen 

130019/0361 



2843436 



Kadesymbol* wlrd nun elnes von m untersolxiedlichen PlUchenmustern 
zugeordnet, dl* als opt 1 ache TrS^erslgnala flir die entsprechenden 
Kodosymbole verwondet werden. Jedes alfanumerlsche Zalchen oder 
Sondereeiohen kann somit durch n flKehiff ansaordneta Plltchenfliuatar 
raprXsantlart wardan« Bestaht die In Schatsinustar su kod£eranda 
Echthaitsinfomatlon aua k alfanumerischan Zeichan, so argibt aich 
durch systamatlaoha Anordnun^ der alnzalnen, die Kodasymbola ra- 
prMsantlaz^ndan Piachannustar eln zusaananhHnsandaa Sehutzmustert 
das aus inesasaat k • n Fmohanaiustam auf^ebaut iat. 

Oan Erflndun^acradankan fol^and wlrd nun vorcresehla^ran, dieses 
Sohutsmuatar dem zu schiitzenden Dokument zu {iberlagem und as mit 
lha auf goBlgaeto Volso untrennbar zu varblnden. Ola HalliskaitS" 
varta von Dokomant tmd Sohutzmuster varblnden sich dabei zu ainanl 
optischan Geaaiatalndxnickt dar dam dar bekannten Llnlannustar fihn- 
licfa 1st. Bel alnar vlsuallan PrOfvaag auT ffttvarfKlsoh-theit vardan 
Manipulatlonan d«a Dokuaants an Ywletxungan da^j^ehutzanastara und 
wm Tarltyid«rt«B «pti«ch«n Oasantalndruok axlcannt. Oa das Sdhuts- 
matar war aua wohldeflnlarten GxnindalaaMntaii, nHalioh dan ■ ua- 
tarsohiadllAhaa riSohanmuatarn aufc^abaut ist, IHflt alok die 1b 
Sehutzmustar kodiarta BohtiMltalnfonatlon durch nntarsehaidun^ 
dar ainsalaan FUohamnastar mtsohlnall dakodiaran. Bin bal ainaa 
P«.Xaohuiicsvarsuoh eersttfrtes Plitohennustar fllhrt siraui«alllufl« au 
litnw fahlerhaft dekodlertea Bchtheltalnformatlon, so daO dla 
Manipulation naschlnall salbst dann azkannt wird« wann dar optl- 
aoha Gesairta-inrlmnk das Bofcuawata uinrardM«bti« aracbaint. 

Xlnaalhaltan and waitara Xlganaidiaftan dar - Erflndun^ warden Im 
felgendea a nh a n d der Zelohnuncren arlltutert. 

Bs selffen 

Pis* 1 aliian Ausscbni't-t aus elnem Btdcument ohne erflndun|(s» 

^amtlfies Schutwamstax* 
Pl|r, 2 aln AtasftOiTuogsbal spiel elnes errindungsgeaABan 

Sohut zaus tar s 

Pl«« 3 elnan Ausscbnltt aus alnaai Didcuiaent, daa durch aln 

arfindunffSffemMSas Schutzaiust ar ceschfitzt 1st. 
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f±e» ^ ' 9 versehledene Belsplela fUr die die Kodesymbole re> 

prKsentierenden Flttchenmuster 
Fig. 10 eine Anordnuns zur automatischen EchtheitsprUfung 

FLg, 11 eine weitere Anordnung svac automatisohen Kohtheits- 

piTttfung 

Fig, 12 eine Anordnung zur Brzeugung von Dokunenten mit or- 

findung^ssemttflen Sohutznuster 

Fig, 1 zeigt elnen Ausschnitt aus einem Dokuinent, das mit Ublichen 
F&lschungsschutzmitteln wle Wasserzeiphen, Hetallfaden und dgl, 
versehen seln kann. Dabel Ist auf eir>en Dokumententr&ger 1, der 
aus Kunststoff beetehen kann, vorzugswelse aber aus Papier be- 
stehen soli, die das Dokument kennzeichnende Information in Form 
von Schriftzoichen oder sonstlgen Marklerungen aufgebracht. Die- 
se Information besteht wenigstens zun Tell aus einer indlviduel- 
len Information 2, die ein bestimmtes Dokument von anderen Doku- 
ment en der gleioben Art untersobeidet, Bei Ausweisen aind dies 
vor allem die Ausweisnummert personenbezogene Daten des Ausweis- 
inhabera, sowie Ausgabes telle und Datum. In Pig. 1 besteht die 
individuelle Information 2 beisplelswelse aus Schriftzeichen, die 
den Namen der Baidc, die Konto- und die Sobecknummer bezeichnen, 
Vor allem diese individuelle Information ist fillschungsgeftthrdet 
und sollte vorzugsweise als Tell der Sohtbeitsinformation in das 
Schutzmuster einkodiert werden.Dies veziilndert eine Flllsohung der 
individuellen Information dnroh. HinzufOgen von Klartaxtzeiohen, 
da die Flllsehuag dureb Vergleioh mit dor d^odierten Information 
des StihutzBustera exicannt wird. 

In Fig. 2 ist ein erfindungsgemUes Sohutzmuster sohematisoh dar-> 
gestellt. Bs besteht beisplelswelse aus der wiederholten Anord- 
nung von h unterschiedlichen FlKchenmustexm 3, die die Symbole 
eines hler viexwertig angenommenen Kodes repr&sentieren* Solbst- 
verstMndlich aind auch belleblga andere Kodierungen inklusive 
kryptograpbischer Verschlttsselungen anwendbar. Zur Reduzierung 
des Aufwands bei der Herstellung und Priifung des Schutzmusters 
wird vorzugsweise ein blnttrer Kode vorgesehlagen. 
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Die unteraohiedldLchen FXttohenauster a±nd In Fig, 2 durch unt«r- 
sohl*dlieh« Sohraf fienin^n j^kennseichnet und dabel so an^eord- 
n»t, daB mim m±n Schutzisuater bildaiif daa dia gesanta bu sohtttzen- 
da DokunantanflKoha badeokt. Zuafttslldi su dan FlSchanimistam 3 
warden Marklsrungan k vorgaaehen, dia zuoi Lasan xind Dekodiaran 
dar in Sehutsmister entlialtanan Eohthaitainformatlonen bentftlgt 
warden* 

Fig, 3 zalgt «in erfindungaeeiiitia geschtttates Dokuasent 5, bel den 
die Indivlduelle Information 2 Bestandtell der Echtheltslnromia- 
tlon iat und la kodlarter Fona ttbar die Fitiche dea Sohutzmuaters 
verapreiat iat» Ola untrennbare Yerbindung von Dokument and Soliuta- 
muater kann: voraugswelaa duroh ttbardrucken dea Ofdouiants geaeha- 
hen. Bine andare Art der Verblndiing aelgt Fig, 9 ala stark ver- 
grtfdertea Queraohnltt durch eln DokuiMmt. AuT einen Dokunenten- 
trHger 1^ auiT den elne indivlduelle Infomuitlon ioi XIartext auf- 
gedruckt lat« vird nit liiife elnes sefar agreaaiven JClebatoffea 10 
elne dttnnet transparente Kunatstoffolle 9 aufgebracht« dia vor- 
her. auf Ihz^r dea Ookuaent xugmrandtea Selte alt elnea erfln- 
dungsgeaSBen Sohutsauater 'bedruckt vurde. Duroh Druck und Hitze 
IKOt sich dia Xuaatatoffolle 9 untrennbar nit dea DokuaententrH- 
ger 1 verblndaa. 

Ma Flftehanaustar S^aua denea daa Scfautzauater geblldet wlrd, 
beat«haa dLhraraelta «ua niadaatans aval Artaa voa Raataralaaaataa 
6f 7 alt uateraohledlloihen Renexioaa- und / oder Tranaalsaiona- 
uad / Oder Plnaraaaanzalganaohaftan la aiohtbaraa und / oder ua- 
ai^tbaren Talldea Lichtap ektru aa^ So kSnaea ana Beiaplel in ai«h 
aaOirfarblge und versohieden strukturlerte FUtohennuster erzeugt 

wex*den« din aowohl bel elner vlsuellen ala aueh bel elner maaehl' 
nellen Sehtheltaprttfting alt optlschen Mittein unteraohleden war- 
den kBzinen« Va die Sleherhelt dea S^utzauateirs welter cu vergrtf- 
Oe», laaaea alch sualltslloh andare PrttCtaathoden amrandwa. So 
kSnnaa sua Beiaplel uateracbledliche FlS^eaauater 3, die untar^ 
atthiadllAen Kodaayabelan antapreahan, - dnroh Zosfttsa zur Druefe- 
farbe auah aagaetlaoh uateraahaldbar gaaaoht werdea. Hlerdureh 
vird elne Naofaataauag daa ScOmtzaustara duroh alnan optia<Aan E6- 
plarrergaag vaxhladert. 
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In Pie. k bis T±g, 8 slnd versohiedena AusfUhrunssbelaplele fUr 
die Flttchenmuster 3 daripestellt. Die BeffranzunesUnie ainsalnar 
PlKchenmuster kaim dabai bailable varlaufan, ala kann 8. B. 
quadratlseh, rechteckl^f aachaaoklff odar unragalnKOlff via In 
Fig, 7 sain. ZwackmHBl^ vazulan Jadoob. soloha BagranBungallnlan 
bevorzust, dia ein Ittckanloaaa Analnandarftlean dar FlKchanmuatar 
emSfflichan. Ebenao slnd dla Perm und OrttBa dar mlndaatana sswel 
Artan von untarsohladllohan Rastaralamantan 6, J baliabl^. 

Slnd die Sohrlf tzelchan, Marklammean und blldllohan Darstallungan 
elnes Dokuments ebanfalla garastertf ao kOnnen dla RaBtaralonen- 
ta 6, 7 der Fiachenmuatar 3 auT ballablga Velsa Bit dan Raster- 
alementen dar Schrlftsalchan, Marklarun^an und blldllohan Dar- 
stallungan varsohaehtalt aaln, via dlas an alnaa Balaplal la Flff. 8 
gezelgt Ist. Dla Rastaralananta 6, 7 kttnnan abar auob dlrakt dam 
Druekblld dar Schrlftzaloban, Harklarunsan und blldllohan Darstal- 
lunir«n fibarlasart vardaa. Dabal vardan dla Halllifkaltavarta das 
tiraprlin|;llchan Druckblldes varHndart. Via ▼ardaOkunffan das Druck- 
blldas Bu varmaldan, altssan Btelllgkaltsirartat OrSfla und Foroi dar 
Rastaralamanta dam zu sohtttzandan Dokunant anc^pafit wardan. 

Zur Kodlarunc der Echthaltslnfonaatlon besondars gaalgnete . PIS.- 
chanmustar 3 slnd eewls8e« orthoffonala Karhunan-Lolra Baslsfunk- 
tlonen, dla nan duroh alna Kaz4uinan-I<oiva Orthoeonalxarlaguns das 
au sehfltsandan Dokuments gavlnnt* Die Thaorla dar Orthoffonalsar- 
lagunff -ron Fuzdctlonan 1st aus dar Mathaaatlk bdcannt und vlrd In 
dar Naohrlcbtantacbnlk auf Signal* angawandat. Binsalhaitan zu 
alner derartlgen Anpassnng dar FlKcdianmustar 3 an dla zu sohlltzan- 
den Dokumenta aind in dam J^rtlkal " A Signal Thaoratlo Method for 
Creating Forgery Proof Documents for AutoBiatle Verification" t 
Proceedings of CaS%i&n Conference on Crime CountermeasureSf 
University of Kentucky, Lexington, l6. - 18, Mai 1979* Selte 101 - 
109, zu finden. 

Die Verwendimg von gewlssen, schachbrattartlgen' Kaziiunen-LoAve 
Baslsfunktlonen ermSglloht vegan dar OrthogonalltSt der Baals- 
fUidctlonen elnerselts elne optlmale Unterscheldbarkalt untersohled- 
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lioher Plttohexunaster und ^awlthrlelBtat alna besondera stbrunenp- 
findlicha Rttokcewlnnung dar Im Schutzmuatar enthaltenan £chtheita- 
Infornatlon. JSjtmXlolna Srsabnlaaa wardan duroh dla Varwandun^ von 
sohaehbrattartisen Valah-Punktionan ala FlBctaanmuatar 3 aratialt. 

rig, 12 atallt aina Anordnun^ dar, mlt dar dla ftir aln Dokumant 
optimalan FlAohanmuatar baatiant und aln Ookiimant mlt dam arfln- 
dunffaeamllBan Sobutsmuatar varaaban werdaa kann. Oar DokumantantrK- 
ffar 1 wlrd asusammaa mlt dar su achUtxandan Indlvlduallan Informa- 
tion 2 duroh aln optlaohaa Syatam 11 und 9±nen opto-alaktrlacban 
Vaodlar 12 s. il. ssallanwalaa abffatastat« 01c> den Oalllekaltawar- 
taa antai>raoh««dan al^trlaehan Slca&l« varden dureh d«a Analog- 
Difrltal-Uaaatsar 13 dijritallalart und mlt Hllfe daa filcltalraeb- 
nara Ik la ortbogonala Karbunan-Lodva Baalafunktlonen Barla^t, 
Ala Draal£:nata FlKobanouatar wardan dla Baalafunktionen aueeewllblt, 
daran :2arlasua«akoaf f lalaatan dla s«rlneaian Varlanzan bealtsan. 
SlJia ala alfiamlmariaoher Taxt Ub«r dia Taatatur 25 aln^gebana 
MttMitalnfomtlon wlrd durob dan Olsitalraotaner Ik na6b alnaa 
-roxs^sabanm ICoda, s. B, blattr« Jcodlart* Ola Xodaaymbole dar mo 
kodlartaa Xebtbal-talai'ozvatloB wardam vim Oicltalratiaaar aaaehlia- 
Sand durtih dla .auac««fShltan Fiaobanmuatar araatat und dan digital 
saspalahartaa Halllgfc»ltaw«vtaa daa urapxlin^lcihan DatoaMata so- 
'•■Ma lit alaar I<«a«mazklaraair ^ ttbarlacart* Kaota, alnar J>i«itml- 
Analog-UmaatauBc Jcaaa daa arriadaaffaipaariUI eaachtttata Dekumeat -voa 
alnaa al^ro-aptlaehaa ¥uullar 2k aatwadar auf alnan llcbtamprind- 
llohaa I>olcuman«aatrll«ar odar auT aina OruielaMttriaa aufeazeichnat 
wardan. Blna a^llaba Aawanduuff ftir dla Anox-duuag dar Fig. 12 llagt 
balaplal»ifalaa*^^dana« ala FaOfoto mlt alnam Sobutamuatar au ttbar- 
Iacara« daa dl« paraoaanbaaocanan Hataa daa AuawalalabiJtara la 
Icodlairtar Von anttalllt.. Auawalafllaobungaa dur<ih Auatauaob daa 
PaBfotoa wardaa ao varbladart, 

Flc 10 aaiirt alaa Aacnrdauas sur S^tbaltaprOfuaff alnaa Pfftaimanr- 
taa 3# daa mlt alziam arriaduaeacmiAfien S<^utzmu8tar varaaban lat, 
Sla lat bla mut dla Taatatur 23 und daa aLalctro-optiaeban Yandlar 
Zkf an daaaaa Stalla dla alfaanmariaoba Ansalsa 15 trltt, Idantlatfb, 
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Die Untersehelduxiff der dan Kodesymbolen entsprecliendan Plttchen- 
muster arfolst Im Dlffltalreohner Ik nit Hllfe der Korrelatlons- 
detektion, elnem Verfalirent das aus der Kaehrlchtentechnllc und 
der Mustererkennunc bekannt tat. Hlerbel vlrd die berelts er- 
wKhnte Max4cleninir k zur Synebronlsatlon des Abtasters venrendet. 
Naoh der Dekodlerun^ wind die In Sehutsmuster enthaXtene Infer- 
nation In der Anzelge 15.'ansteelst. FKlsohunffsn lassen slob duroh 
VerflTlelch nit den Klartextaufdruidc des Dokunents efketmen. 

Plff. 11 zelft schematlscb elne weltere Anordnun|f zur Kchtheltsprtt- 
fun^ eines Dokumentes 5 mlt Scbutzmuster, die auf dem Prlnzlp der 
optlschen Korrelation beruht* Zur Verelnfachung der Besohrelbung 
sel angenoamen, daO das Sohutsnuster blnilr kodierta Oaten entbKlt, 
die nit nur elnen elnalsen FlKobennuster darffsstellt slnd. Dieses 
PlSehennuster 1st Je naob Kodesynbol posltl-r oder negatlv (inver- 
tlerti^n Scbutsnuster antbalten. Das Dokuneat 3 >«»flndat slob In 
der vorderen Brennebene der Llnsa 17 und wlrd durt^ elne kidiMrente 
Llchtquelle 16 belauobtet. In der blnteran Brennebene der Llnse 17 
und fflelcbzaltlg In der vorderen Brennebene der ULase 19 beflndet 
slob ein Hologram 18 des datentraceaden PlKcbennustsrs. Die In 
der hlnteren Brennebene der Llnse 19 auf elner Ifaittsobalbe 21 ent- 
stebenden Hell Igkelt evert elluncrea entbalten die Auiokorralation 
der PlKSbennuster nit posltlven oder nej^tlven Tontelchen. Um die 
binlrea Xodesymbole an Yorael^en Amr Autokorraliati;«a bu unter- 
scbelden, wlrd die Nattsohelbe cl«i«hB*ltlff dnrcii elnen kobKrenten 
Referensstrabl 20 be'leucihtet, der elne ▲uslllsobttnc derjenlgen Ilel. 
lleksltsvertelluneMi bewlxk^^^ dle ne^^vea Korrslfi^tlonewerten 
entspreeben. Die hlnter eiae'r^Xed^^ 

datektoren 23 vandeln die HeXI-Dudkei-Yertelluns in; (ftlektrisobe 
Slgnale, die von elnen Analos-Dlgltal-Vneetser 13 "^dlgltallslert 
und vom Dlsitalretibner tk dekedlert und In der alfSnunerlsohen 
Aaselse 15 aneeselfft werden. 

In der Brflndung wlrd ein neoartlces' Sc^utznuster^ a^iKSceben, das 
elann Mbnlleben Stibutx vor misobunff bletet, wl4»'^»|j| Hbloffrann, 
das Jedoob Im Gegensatz bu Holograoaiaa druokteehnisiBh auf einea 
Oakunent an^braobt werden fcann und Tielsttltlcer einsetsbar 1st 
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als Holosrana. Das erflnduncacenKO* Schutznustar arlaubt auAer- 
daa aina vlaaalla Bchthaltaprttfun^ und kann dureh zuaKtBllcha 
NaAnahman via mgnatlaeb wlxfcaaaa Druokfarban vor ainar optiaohan 
Raotaahaninff gaaehtttat vardaa. Ba atallt aonit elna waaantlioha 
JBrwaltarunir dar blahar bakanntan Mathodan zum FKlsohuasaaohuts 
v-on Dokuaantan dar. 
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MECHANICALLY TESTABLE PROTECTIVE PATTERN FOR DOCUMENTS AND 
METHOD FOR PRODUCTION AND TESTING OF THE PROTECTIVE PATTERN 



Applicant: Szepenski, Wolfram 

Inventor: Szepenski, Wolfram 

Claims 

1. Printable protective pattern for forgery protection of documents, which permits both 
visual and mechanical authentication, characterized by the fact that surface-straddling 
authentication information is contained in the protective pattem. 

2. Protective pattem according to Claim 1, characterized by the fact that the 
authentication information consists of a coded alphanumeric text. 

3. Protective pattem according to Claim 2, characterized by the fact that the alphanumeric 
text consists fully or partially of the individual information (2), through which two documents of 
the same type are distinguished. 

4. Protective pattem according to one of Claims 2 and 3, characterized by the fact that the 
alphanvimeric text is binary-coded. 



* [Numbers in the margin indicate pagination of the original text] 
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5. Protective pattern according to one of Claims 1 to 4, characterized by the fact that 
straddling of the authentication information occurs by surface patterns (3) joined to each other, 
which differ in their optical properties in the region of visible and/or invisible light. 

6. Protective pattern according to one of Claims 1 to 5, characterized by the fact that it is 
composed of different bipolar surface patterns (3) or surface patterns orthogonal to each other, 
especially Walsh or Karhunen-Loeve base functions. 

7. Protective pattern according to one of Claims 1 to 6, characterized by the fact that it is 
situated on a transparent plastic fihn, v^hich is applied under pressure and heat to the surfaces of 
the document being protected with an aggressive adhesive. 

8. Protective pattern according to one of Claims 1 to 6, characterized by the fact that it is 12 
printed directly on the document being protected. 

9. Protective pattern according to Claim 8, characterized by the fact that the document 
being protected is a bank note, a check or security. 

10. Protective pattern according to Claims 7 and 8, characterized by the fact that the 
document being protected is a passport or identification. 

11. Method for authentication of the protective pattern according to one of Claims 1 to 10 
by means of correlation detection, characterized by the fact that the correlation is conducted with 
a digital computer. 

12. Method for authentication of the protective pattern according to one of 
Claims Ito 10, characterized by the fact that an arrangement for optical correlation is used. 

13. Method for production of a protective pattern according to one of Claims 1 to 10, 
characterized by the fact that a digital computer is used, in order to adjust the protective pattern 
to the document, and to produce the document itself or a printing matrix for it. 

The invention concerns a mechanically testable protective pattern for documents, which /3 
contains authentication information that straddles the surface of the document, as well as a 
method for production of a protective pattern and its authentication. 

The term "document" is understood here to mean passports, identity cards, authorization 
papers, credit cards, checks, bank notes, securities, etc. Owing to the widespread use of these 
documents and the value connected with them, various measures to protect against imitation, 
erasure and other forgery have ahready been used. Documents whose authentication features are 
difficult to copy or forge, and whose authenticity can be checked in different ways independent 
of each other at low cost, are considered particularly secure. The forgery protection should then 
preferably permit simple visual authentication, but should also be suitable for mechanical testing 
by automatic readers, in order to permit a second check independent of visual examination. 
Moreover, mechanically testable documents are suitable as means of payment for vending or 
money exchanging machines, as identifications for automatic access controls, etc., and anywhere 



a large number of documents, like bank notes or checks, must be mechanically recorded, sorted 
or counted. The object of the invention is therefore also a method for production of protected 
documents and a method for their mechanical authentication. 

To hamper imitation and to make forgery easily recognizable, documents are often coded 
with a protective pattern. Complicated line patterns (guilloche) are most often used, which do 
permit visual authentication, but generally are not mechanically readable. The same applies for 
protective patterns with a three-dimensional optical effect, for which no indications of 
mechanical testability are mentioned in the Examined and Unexamined Patent Applications 
(DE-AS 23 34 702 and DT-OS 26 03 558). 

Methods for document protection are also known which are based on the fimdamental 
idea that specific mechanically readable information or markings are applied to a document 
invisible to a forger or are concealed in it. This can be achieved, for example, by using materials 
with specific electrical, magnetic or optical properties. Such document protection is not 
detectable without measurement instruments, and also cannot be visually checked without 
additional means. However, if the existence of the invisible marking is recognized by a forger, 
the hazard of forgery or imitation exists. 

Erase protection has also been proposed (DT-AS 25 30 905), in which the document is 
covered with a homogeneous protective layer firee of information, which differs in its optical 
properties fi-om the information printing ink and firom the paper and reveals attempts at erasure in 
a reading device. All forgeries that come about without erasure, owing to the fact that aUerations 
are made, for example, in the clear text of name information or numerical values written on the 
document by addition of letters or numbers, are not detected by this method. 

It is also known to produce highly forgery-proof documents by applying authentication 
information in the foim of a hologram (DT-AS 25 01 604 and DT-AS 25 46 007) or an optical 
diffraction grating embossed in plastic (DT-AS 25 55 214) to a document. A difficult, unsolved 
problem is then the production of scratch-proof, nonbuckling and crease-proof holograms for 
checks and bank notes, which must simultaneously be thin, highly flexible and permanently 
wear-resistant. Since tiie known holographically secured documents consist either entirely of 
plastic or consist of plastic on their surface, difficulties can also arise when the documents are to 
be subsequently written on or stamped. In mass production of documents, the high production 
costs for holograms are an additional shortcoming. 

Because of the mentioned deficiencies, the previously known methods of document 
protection are either not applicable at all for certain types of documents or are not economical, or 
they only insufficiently fulfill their protective fimction. The task of the present invention is 
therefore to provide mechanically testable forgery protection for documents, which in a preferred 
variant, also permit visual authentication, and which can be used in all tiie documents defined at 
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the outset without having the mentioned drawbacks of previously known protective methods. 
Another task of the invention is to provide a method with which the production of the protection 
and its mechanical testing are possible. 

The basic idea to solve the task consists of providing the surface of the document being 
protected with an inseparable protective pattern, which contains coded authentication 
information that straddles the entire surface being protected. Any alphanumeric text is suitable as 
authentication information. Coding of the authentication information and the straddling of the 
surface being protected is achieved according to the invention in that the individual 
alphanumeric characters are initially replaced by the symbols of a two- or multivalue code. It is 
known from information technology that N = m" different characters can be represented with an 
N-place and m-value code. By means of a six-place binary code, for example, a total of 
N = 2^ = 64 different letters, numbers and special characters can be coded, so that each of these 
characters is represented by n = 6 binary symbols. One of m different surface patterns is now 16 
allocated to each of the m different code symbols, which are used as optical carrier signals for 
the corresponding code symbols. Each alphanumeric character or special character can therefore 
be represented by n surface patterns arranged on the surface. If the authentication information to 
be coded in the protective pattern consists of k alphaniuneric characters, a coherent protective 
pattern constructed from a total of k • n surface patterns is obtained by systematic arrangement of 
the individual surface patterns representing the code symbols. 

According to the idea of the invention, it is now proposed to superimpose this protective 
pattern on the document being protected and attaching it inseparably by appropriate means. The 
brightness values of the document and protective pattern are then combined to an overall optical 
impression similar to the known line pattern. During visual examination for authenticity, 
manipulations of the document are recognized in damage to the protective pattern and the altered 
optical overall impression. Since the protective pattern is constructed only from well defined 
base elements, namely, the m different surface patterns, the authenticity information coded in the 
protective pattern can be mechanically decoded by distinguishing the individual surface patterns. 
A surface pattern destroyed in an attempt at forgery necessarily leads to incorrectly decoded 
authenticity information, so that the manipulation is even recognized mechanically when the 
overall optical impression of the document appears unsuspicious. 

Details and additional attributes of the invention are explained below with reference to 
the drawings. 

In the drawings 

Figure 1 shows a cutout from a document without the protective pattern according to the 
invention 

Figure 2 shows a practical example of a protective pattern according to the invention 



Figure 3 shows a cutout from a document protected by a protective pattern according to 
the invention 

Figures 4-9 show different examples for the surface patterns representing the code 
symbols 

Figure 10 shows an arrangement for automatic authentication 
Figure 1 1 shows an additional arrangement for automatic authentication 
Figure 12 shows an arrangement to produce documents with the protective pattern 
according to the invention. 

Figure 1 shows a cutout from a document that can be provided with ordinary forgery 
protective means, like watermarks, metal threads, etc. In this case, the information characterizing 
the document is applied in the form of written characters or other markings to a document carrier 
1, which can consist of plastic, but preferably consists of paper. This information consists at least 
partly of individual information 2 that distinguishes a specific document from other documents 
of the same type. In identifications, this information is mostly the identification number, 
person-related data of the identification holder, as well as issuing office and date. In Figure 1, the 
individual information 2 consists, for example, of written characters that denote the name of the 
bank, the account and the check number. It is this individual information above all that is 
threatened by forgery and should preferably be encoded as part of the authentication information 
in the protective pattern. This prevents forgery of the individual information by adding clear text 
characters, since forgery is recognized by comparison with the decoded information of the 
protective pattern. 

A protective pattern according to the invention is schematically depicted in Figure 2. It 
consists, for example, of the repeated arrangement of 4 different surface pattems 3, which 
represent the symbols of a code that is assumed to be a four-value code here. Naturally, any other 
codes, including cryptographic codes, are also usable. To reduce expense in production and 
examination of tiie protective pattern, a binary code is preferably proposed. 

The different surface pattems are marked in Figure 2 with different shadings and 
arranged so that they form a protective pattem that covers the entire document surface being 
protected. In addition to tiie surface pattems 3, markings 4 are provided, which are necessary for 
reading and decoding of the authenticity information contained in the protective pattem. 

Figure 3 shows a protected document 5 according to the invention, in which the 
individual information 2 is a component of the authenticity information and straddles the surface 
of the protective pattem in coded form. The inseparable connection of the document and 
protective pattem can preferably occur by overprinting of the document. Another type of 
coimection is shown in Figure 9 as a strongly enlarged cross section through a document. A thin, 
transparent plastic fibn 9, which was printed on its side facing the document with a protective 
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pattern according to the invention beforehand, is appUed to a document carrier 1, on which 
individual information is printed in clear text by means of a very aggressive adhesive 10. The 
plastic film 9 can be joined inseparably to the document carrier 1 by pressure and heat. 

The surface pattern 3, from which the protective pattern is formed, consists, in turn, of at 
least two types of grid elements 6, 7 with different reflection and/or transmission and/or 
fluorescence properties in the visible and/or invisible part of the light spectrum. For example, 
multicolored and differently structured surface patterns can be produced that can be 
distinguished by optical means both during visual and mechanical authentication. To further 
increase the security of the protective pattern, other test methods can additionally be applied. For 
example, different surface patterns 3, which correspond to different code symbols, can also be 
made magnetically distinguishable by addition of printing inks. This prevents imitation of the 
protective pattern by an optical copying process. 

Different practical examples for the surface patterns 3 are shown in Figures 4 to 8. The 19 
boundary line of individual surface patterns can then run in arbitrary fashion, for example, it can 
be square, rectangular, hexagonal or irregular, as in Figure 7. However, those boundary lines that 
permit gapless joining of the protective patterns are expediently preferred. The shape and size of 
the at least two types of different grid elements 6, 7 are also arbitrary. 

If the written characters, markings and images of a document are also indexed, the grid 
elements 6, 7 of surface pattern 3 can be interlaced arbitrarily with the grid elements of the 
written characters, markings and images, as shown in the example in Figure 8. The grid elements 
6, 7, however, can also be superimposed directly on the printed image of the written characters, 
markings and images. The brightness values of the original printed image are then altered. To 
avoid occultations of the printed image, the brightness values, size and shape of the grid 
elements must be adapted to the document being protected. 

Particularly suitable surface patterns 3 for coding of authenticity information are specific 
orthogonal Karhunen-Loeve base functions obtained by Karhunen-Loeve orthogonal 
decomposition of the document being protected. The theory of orthogonal decomposition of 
functions is known firom mathematics and is applied to signals in information technology. Details 
concerning such adaptation of the surface pattems 3 to the documents being protected can be 
found in the article "A Signal Theoretic Method for Creating Forgery-proof Documents for 
Automatic Verification", Proceedings of the Camahan Conference on Crime Countermeasures, 
University of Kentucky, Lexington, 16-18 May 1979, page 10-109. 

The use of specific checkerboard Karhunen-Loeve base fimctions, because of the 
orthogonality of the base fimctions, permits, on the one hand, optimal distinguishability of the 
different surface pattems and guarantees a particularly disturbance-insensitive recovery of the / 1 0 
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authenticity information contained in the protective pattern. Similar results are achieved by using 
checkerboard Walsh functions as surface patterns 3. 

Figure 12 shows an arrangement with which the optimal surface patterns for a document 
can be determined and a document provided with the protective pattern according to the 
invention. The document carrier 1 is scanned by line, together with the individual information 2 
being protected, by an optical system 1 1 and an optoelectronic transducer 12. The electrical 
signals corresponding to the brightness values are digitized by analog-digital converter 13 and 
decomposed to orthogonal Karhunen-Loeve base functions by means of a digital computer 14. 
Base functions whose decomposition coefficients possess the least variances are chosen as 
appropriate surface patterns. Authenticity information entered as alphanumeric text via keyboard 
25 is coded by the digital computer 14 according to a stipulated code, for example, a binary code. 
The code symbols of the authenticity information so coded are then replaced by the selected 
surface pattern and superimposed on the digitally stored brightness values of the original 
document, together with a reading mark 4. After digital-analog conversion, the protected 
document according to the invention can be recorded by an electro-optic converter 24 either on a 
light-sensitive document carrier or on a printing matrix. One possible application for the 
arrangement of Figure 12, for example, lies in the fact that a passport photo is superimposed with 
a protective pattern that contains the personal data of the identity holder in coded form. 
Identification forgeries by replacement of the passport photo are thus prevented. 

Figure 10 shows an arrangement for authentication of a document 5 provided with a 
protective pattern according to the invention. Except for the keyboard 25 and electro-optic 
converter 24, in whose place the alphanumeric display 15 appears, it is identical. The distinction 
of the surface partem corresponding to the code symbols occurs in digital computer 14 by means /1 1 
of correlation detection, a method known from information technology and pattem recognition. 
In this case, the already mentioned marking 4 is used for synchronization of the scaimer. After 
decoding, the information contained in the protective pattem is displayed in display 15. Forgeries 
can be recognized by comparison with the clear text printout of the document. 

Figure 1 1 schematically depicts another arrangement for authentication of a dociraient 5 
with a protective partem based on tiie principle of optical correlation. To simplify the 
description, it is assumed that the protective pattem contains binary-coded data, which are 
represented only with a single surface pattem. This surface pattem is contained in the protective 
pattem according to the code symbol positive or negative (inverted) or rotated by 90°. Docimient 
5 is situated in the front focal plane of lens 17 and is illuminated by a coherent light source 16. A 
hologram 18 of the data-carrying surface pattem is situated in the rear focal plane of lens 17 and 
simultaneously in the front focal plane of lens 19. The brightaess distributions developing in the 
rear focal plane of lens 19 on a glass screen 21 contain the autocorrelation of the svirface pattem 
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with positive or negative signs. To distinguish the binary code symbols in the sign of the 
autocorrelation, the glass screen is simultaneously illuminated by a coherent reference beam 20, 
which causes extinction of the brightness distributions that correspond to negative correlation 
values. The photodetectors 23 applied behind a perforated screen 22 convert the light-dark 
distribution to electrical signals that are digitized by an analog-digital converter 13 and decoded 
by digital computer 14 and displayed in the alphanumeric display 15. 

A novel protective pattern is mentioned in the invention, which offers protection against 
forgery similar to a hologram, but in contrast to holograms, can be applied by printing to a 
document and is more versatile than a hologram. The protective pattern according to the /1 2 

invention also permits visual authentication and can be protected by additional expedients, like 
magnetically active printing inks, from optical imitation. It therefore represents a significant 
expansion of previously known methods for forgery protection of documents. 




Figure 1 
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